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What is RandomSHAKE?

A cryptographically secure pseudo-random 
number generator (CSPRNG), backed by 

(Turbo)SHAKE256 eXtendable Output Function 
(XOF), with occasional ratcheting, offering 128, 

192 and 256-bits of security.



  

Why do we need RandomSHAKE?
● Need randomness in testing PQC+LWC impl.
● NIST has a DRBG: AES256 in CTR mode.
● But need OpenSSL as a dependency.
● OpenSSL is big and the UX is not best.
● Need something low-footprint, portable and 

easy-to-use.



  

NIST Deterministic Random Bit Generator
(DRBG)

Powered by AES256 in CTR mode



  

Enter RandomSHAKE
● It’s backed by SHAKE256 or TurboSHAKE256 XOF.
● It’s keccak permutation based.
● It’s sponge mode of operation based.
● It’s implemented as header-only portable C++ library.
● Uses modern C++ features for better UX.
● Integrates nicely with C++ <random> header in stdlib.



  

Why not use (Turbo)SHAKE128?
● RandomSHAKE offers three levels of bit security 

i.e. 128, 192 and 256-bits.
● Your choice of bit-security level dictates how long 

seed RandomSHAKE expects from you.
● Because (Turbo)SHAKE256 offers at max 256-bits 

of security, seems safe to base the CSPRNG on it 
instead of fragmenting API with (Turbo)SHAKE128.



  

What is the deal with ratcheting?

Produce 1088 pseudo-random bytes from CSPRNG
then zeroize first n-bytes of keccak permutation state

and permute the state with 12 or 24-rounds keccak. Repeat.



  

How many bytes to zeroize during 
ratcheting?

Depends mostly on bit-security level of the CSPRNG
● 128b CSPRNG zeroizes first 16B state
● 192b CSPRNG zeroizes first 24B state
● 256b CSPRNG zeroizes first 32B state

Rate = 1088b for (Turbo)SHAKE256



  

How to actually ratchet?

1) Zeroize

2) Permute



  

RandomSHAKE in C++
● Single-file C++ header-only library impl.
● Dependency on sha3 header-only C++ lib.
● sha3 is ~10-15% slower compared to XKCP.
● Well integrated with C++ <random> header.

C++ <random> header = random bit generation engine + statistical distribution
Modular Design – Non-intrusive, zero-boilerplate

sha3: https://github.com/itzmeanjan/sha3 

RandomSHAKE

https://github.com/itzmeanjan/sha3


  

Inspiration behind RandomSHAKE

RandomSHAKE is inspired by Seth Hoffert’s blog post titled 
“C++ pseudo-random number generation”

Backed by Xoofff = Farfalle+Xoodoo
Parallel Permutation-based Crypto = GB/s throughput with AVX512

Read full blog @ https://seth.rocks/articles/cpprandom/

https://seth.rocks/articles/cpprandom/


  

How to use RandomSHAKE?
● Init i.e. actually seed (Turbo)SHAKE256 XOF.
● Generate arbitrary long random bytes or unsigned 

integers (u8, u16, u32 and u64).
● Plug with any C++ stdlib distributions such as 

uniform, poisson, normal, bernoulli etc. from 
<random>.

● C++ <random> header introduced in C++11.



  

How to init RandomSHAKE CSPRNG?

Sample 256-bits of entropy from std::random_device
Non-deterministic random number generator, sampling from h/w sources

default constructor

Convenient though potentially unsafe due to implementation-defined behaviour



  

How to init RandomSHAKE CSPRNG?

Seeded init, deterministic, much safer, though less convenient



  

How to generate random bits
using RandomSHAKE?

Line-by-line code walkthrough 🚀



  

How to plug C++ stdlib distribution?
Number of HEADs in 1000 coin-flips

Generate random number
as per distribution

Result of 1000 coin-flips



  

How to generate uniform rand. ints?

Init the CSPRNG once.
Then use it with different distributions.(1)

(2)

Console output



  

Can I generate uniform 
random floats?

Yes.

● Generate 1M random floats.
● Check if they are uniformly 

distributed.
● Use formula vs. over the data.

Works !



  

How fast is RandomSHAKE?

On Intel x86_64, running Linux kernel 6.17.0
Compiled with GCC 15.2.0 and all optimizations turned on “-O3 -march=native -flto”



  

Like RandomSHAKE?
Head over to

https://github.com/itzmeanjan/RandomShake 

Read the README.md
And C++ <random> header documentation

https://en.cppreference.com/w/cpp/numeric/random.html 
for exploring full potential.

https://github.com/itzmeanjan/RandomShake
https://en.cppreference.com/w/cpp/numeric/random.html


  

Thanks for your time and attention.

RandomSHAKE
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